
The road to compliance 
is full of potholes, 
detours, hills and 

valleys. Follow the map 
to help you discover the 
best path to HIPAA and 

HITECH compliance.  

RISK ASSESSMENTS: 
NO LONGER THE 

“ROAD LESS 
TRAVELED.”

77% of organizations 
conduct a formal risk  

analysis to evaluate risks 
to patient data at their 

organization.                             

KEEP ROLLIN’.
By 2016, 80% of 

reported operational 
technology security 

control failures will be 
due to a lack of risk 

assessments and 
poor governance. 

STEEP GRADE AHEAD! 
Pull over and ensure 

you understand the 
mountain of 

requirements for HIPAA 
and HITECH compliance. 

WARNING!
YOU’RE LEAKING DATA! 
Check under the hood to 

find the culprit.

BACK ON THE ROAD. 
If you feel like you need a 
map, check out the NIST 

Guide for Conducting Risk 
Assessments (NIST SP 

800-30), and the HIPAA 
Security Rule Toolkit.

 Possible Culprit # 2
Associates

59% of reported breaches since 
2009 inolved a business associate

BACK ON THE ROAD.
Start your risk assessment.

YOU’RE RUNNING 
OUT OF GAS!

You don't have the resources to 
conduct a thorough risk assessment. 
• 63% of healthcare organizations 

use a combination of internal and 
external  resources  

• 31% use internal 
resources only 

• 5% use external 
resources only  

FORK IN THE ROAD.
CHOOSE A ROUTE.

RISKY ROUTE

LAND OF REPAIR

ROUTE # 2
You refuse to conduct 

a risk assessment. 
Go back to start.

ROUTE # 1
You conduct a thorough 

risk assessment. 
Congratulations!  

Continue on the road to 
compliance.

BACK ON THE ROAD. 
WARNING!

Rough terrain. Choose 
your path. Take the safe 

route to the Land of 
Repair or the risky route 

and see what’s 
in store.

YOU HAVE A LEAK! 
You discover an area in 
your infrastructure that 
is not secure. And yet 

you don't fix it, which is 
required by HIPAA.

Consider visiting the 
Land of Repair. 

WELCOME TO THE LAND 
OF REPAIR!

 You can now make changes in your 
IT infrastructure to improve security 

and compliance - IF you 
have the budget.

Can you validate 
identity on-premise, 
in the cloud and on 

mobile devices?

Choose your 
route wisely.

WARNING! 
LANDSLIDE AHEAD. 

Proceed with 
caution!

HONK IF YOU LOVE HIPAA!
Congratulations! You won 

a 10 minute ride with senior 
executives to describe your strategy 

for protecting data! Now's your 
chance to get (and keep) 
the budget you need 

for compliance. 

ROUTE #1
You are confident and 

eloquent as you describe 
your plan to use a single on-ramp 

to exchange data with 
partners and invest in 

monitoring, encryption and 
risk-assessment tools to 

enforce new policies. 
CONGRATULATIONS – 
YOU GET YOUR $$$!

CHOOSE A TUNNEL. 
You are being audited. 

Do you have the 
documentation, the staff, 

and the plan to demonstrate 
compliance? More than 29 

detailed documents are 
required with an OCR audit.

ROUTE # 2
You are not prepared! 

You stammer and say, "At this 
point we are not compliant. 

I need money." You are refused. 
Go back to START.

TUNNEL 1 
You have the proper documentation proving that 
you have secured your data flows, and are up to 
date with all HIPAA and HITECH requirements. 

Enjoy the smooth ride, and keep up the good work!

TUNNEL 2 

A. NOT PREPARED

B. PREPARED, BUT NOT COMPLIANT

YELLOW LIGHT
How are you handling BYOD?

Are you part of the 81% 
of organizations that 

allow staff to use their 
own mobile devices – such as 

smart phones or 
tablets – to connect to 

networks or to enterprise 
systems such as email?

YOU MADE IT!
Feel free to coast a bit, but 

not for long, because 
securing PHI and mitigating 
risk is an ongoing task. If you 

continue to monitor data 
movement, set policies, train 
employees and work closely 
with partners, you’ll be sure 

to enjoy a smooth ride!

If so, consider taking these steps to protect 
your network and systems:

1. Limit access from devices to critical systems
2. Require users to read and sign an acceptable use policy

3. Scan devices for viruses and malware while they are 
connected or prior to connection

4. Limit or restrict the download of PHI

COMPLIANCE.

START

Do you know your HIPAA and HITECH Act Requirements?

HIPPA

Risk assesment applies to 
your entire organization, 
and business associates 

and contractors

Required whenever your 
environment changes

Covered entities must 
implement policies and 

procedures to address found 
risks and vulnerabilities

MUS2

Risk assessment applies 
only where electronic health 

records are involved

Required once per reporting 
period for each Certified 
EHR  Technology (CEHRT)

Must include a review of 
encryption technologies for 

data at rest, and protect 
data in motion

Possible Culprit # 1 
Employees

79% of security breaches can 
be attributed to employees  

Fill 'er up! 
Risk Assessment Key 

Components
 

What: 
Include all forms of electronic 

media, all devices, all networks
Where: 

Identify where PHI is stored, 
received, maintained or transmitted, 

including security systems and 
human access to data

How: 
Assess effectiveness of current 

policy and procedures
Who: 

Identify threats, holes, 
weaknesses—human, system

and environmental
When: 

Determine the probability 
of a loss

How much: 
Identify risk level and scope 

of potential loss

Build a configurable gateway 
that will limit risk and ensure 
PHI exchange is standardized 

and governed. 
Each new connection to BAs 

should be executed quickly and 
easily via a policy-aligned process 
that uses configurable software.

Secure PHI data flow with 
Managed File Transfer

Don't forget about the tablets 
and cell phones! 

Mobile security is now essential.

PERCENT OF IT BUDGET 
SPENT ON INFORMATION 

SECURITY
• 47% spend 3% or less

• 19% spend 4-6%
• 4% spend more than 12%

DID YOU KNOW?
40% of large breaches involve 

lost or stolen devices. Had these 
devices been encrypted, their 

data would have been secured.

You didn't think an audit would happen 
to you, but it did.

Now you don't have the audit trails to show 
your PHI was properly secured in transit; and 

after weeks of scrambling to create them, 
you give up. You're facing a hefty fine and 

likely another audit in the future. 
GO BACK TO START

Compliance violations will cost you plenty.

Alaska DHHS paid $1.7 million in 2012 for 
violation of the HIPAA Security Rule. Alaska had 
not conducted risk assessments, implemented 

risk management measures, trained its 
workforce or addressed encryption requirements.

Hospice of North Idaho faces an HHS fine of 
$50k for an unencrypted laptop (stolen from an 

employee’s car) containing personal data for 
441 patients. This is the first penalty to be 

assessed for a violation involving less than 500 
patient records, but more are sure to follow.

A major U.S. health plan paid $1.5 million in 
2012 for unencrypted laptops stolen from one of 

its facilities. This is the first (but not the last!) 
enforcement action of the HITECH Breach 

Notification Rule.
GO BACK TO START

The required implementation 
specification at 

§164.308(a)(1)(ii)(B), for Risk 
Management, requires a covered entity 

to “[i]mplement security measures 
sufficient to reduce risks and 

vulnerabilities to a reasonable and 
appropriate level to comply with § 

164.306(a) [(the General Requirements 
of the Security Rule)].”
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