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the file?

Got It!
Thanks!

THE SINKING SHIP
SECURITY POLICY IS JUST THE TIP OF THE ICEBERG

IT puts security measures in place to protect company data. Even 
so, well-meaning employees trying to get work done will often ignore 
policy and use unsecured, public cloud-based file-sharing services 
to send files that were blocked by the system. And they have no 
idea how risky their actions are.

Axway DropZone empowers employees 
to collaborate easily, even on mobile 

devices, while complying with 
company security policy. With 
DropZone, you control who can 
create and share folders, and with 
whom content can be shared.

You may feel safe when your employees 
go around IT and send files, if the files 
are encrypted. But what happens to data 
once it’s in the public cloud? If you don’t 
own the keys, you don’t control the data, 
and that data is at risk.

INSIDER THREATS

stem from inadvertent misuse of 
data by employees.2

36%
DropZone enables secure file sharing 
for employees and allows you to:

• Apply corporate policy

• Encrypt with your own keys

• Integrate with Outlook 
and SharePoint

• Deploy on-premise or in a 
private cloud

• Easily manage and maintain user 
accounts and set policy rules

There’s a lot happening

BENEATH THE 
SURFACE

Axway DropZone protects your company from the obvious and the 
not-so-obvious hazards of file sharing. DropZone enables users 
to securely share files and interact with enterprise-class policy 
controls and encryption. Safeguard confidential information and 
ensure compliance while empowering employees.

Learn more at www.dropzone.net

1 Frost & Sullivan “The Hidden Truth Behind Shadow IT” Executive Brief, November 2013
2 Forrester “Understand the State of Data Security and Privacy: 2013 to 2014,” Heidi Shey, Stephanie Balaouras, Brian Luu, Kelley Mak, October 1, 2013
3 Ponemon Institute “Achieving Security in Workplace File Sharing,” Research Report, January 2014

DropZone 
to the Rescue!

DropZone 
Keeps Your Ship Afloat

DropZone 
You Hold the Keys

of data 
breaches

rate the risk of file sharing to be high or very high.3
62% of IT managers and IT 

security practitioners said employees use company-issued devices 
to send business-related information to 
personal and cloud-based file-sharing 
accounts such as gmail and DropBox.1

admit to using non-approved SaaS 
applications to get their jobs done.1

53% of 
companies

80% of 
employees

Avoid These 
Common Dangers 
with DropZone

say it’s very likely they would know if 
files or documents stored in a public 
cloud environment were breached.3

11%Only
of companies

are aware of their company’s security 
policies.2

57%Only
of employees


